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The Foundation for the Malcolm Baldrige National Quality 
Award

“I was proud as a U.S. Senator to vote in favor of the    
Baldrige Act.”… this award has helped us re-focus on   
the future, on quality, on performance, and most  

importantly maybe, on innovation.”

Joe Biden

America’s Best Investment

“I always prized the quality of Mac’s vision. He had the 
capacity to look up from the dust of the plains to see the 
distant mountains.”

Ronald Reagan

“The award that bears his 
name reflects the virtues 
that he brought to public 
service and how he lived 
in his private life, a 
commitment to 
excellence, shrewd 
judgment and sound 
judgment, principled 
leadership, integrity, and 
a sense of responsibility.”

George W. Bush

“The Malcolm Baldrige National Quality Award, which highlights 
customer satisfaction, workforce empowerment, and increased 
productivity, has come to symbolize America's commitment to 
excellence.”

Bill Clinton 

“In just a few years, the National 
Quality Award has literally 
become the standard of business 
excellence. And the renewed 
spirit of excellence in business, of 
making quality an integral part of 
America's corporate strategy, has 
truly, I believe, made us more 
competitive in the international 
arena.”

George H.W. Bush

http://www.baldrigefoundation.org/
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Opening Remarks/Agenda

Introduction Al Faber, President & CEO, Baldrige Foundation

Guest Presenters Russ Branzell, CEO and President, College of Healthcare Information Management Executives (CHIME)
Theresa Meadows, SVP & CIO Cook Children’s Health Care System
Karl J, West, CISO and Healthcare Strategist, KJW Ventures, Inc.

Questions Moderator

Baldrige Performance Bob Fangmeyer, Director, Baldrige Program, NIST
Excellence Program Update

Alliance for Performance Brian Lassiter, Chair, Alliance for Performance Excellence Board of Directors
Excellence Update

Closing Remarks Al Faber

http://www.baldrigefoundation.org/


Cybersecurity in a 
Post-Pandemic World

• Russ Branzell, CEO/President – CHIME
• Theresa Meadows, CIO/SVP – Cook Children’s Health Care System

• Karl West, CISO/Healthcare Strategist – KJW Ventures, Inc
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Pandemic Health Footprint / Time

1st Wave: Immediate mortality and 
morbidity of COVID-19.

1st Wave Tail: Post-ICU and 
admission recovery for many patients.

2nd Wave: Impact of resource 
restrictions on non-COVID conditions –
all the usual urgent things that people 
need immediate treatment for – acute.

3rd Wave: The impact of interrupted 
care of chronic conditions (people 
stayed home).

4th Wave: Psychic trauma, mental 
illness, PTSD, economic injury, 
burnout, and more.

nd

Presenter
Presentation Notes
SLIDE 2 (4 waves of pandemic)How the pandemic has upended healthcare Acute crisis and quick learning curveDownstream effects in second and third wavesBurden on mental health may be long lasting
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Digital Health Most Wired
ANNUAL SURVEY, NATIONAL TRENDS 2020

The mission of the CHIME “Digital Health Most Wired” 
program is to elevate the health and care of communities 
around the world by encouraging the optimal use of 
information technology. 

The program does this by conducting an annual survey to 
identify, recognize, and certify the adoption, 
implementation, and use of information technology by 
healthcare provider organizations. 

The results are intended to improve patient safety and 
outcomes by driving change in the healthcare IT industry.

Presenter
Presentation Notes
SLIDE 3 (Healthcare’s Most Wired)Most WiredAcquired in 2017 from the American Hospital AssociationGoal: Improve health and care worldwide with the optimal use of information technology How it worksAnnual surveyBenchmark reportsAnnual trends reportID industry leaders so we can and share best practices
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Year-over-year 
Trends (16,165)First year under 

CHIME (2190)

30,091 FACILITIES
14 COUNTRIES. 

ANNUAL SURVEY, NATIONAL TRENDS 2020
Digital Health Most Wired

2018
2019

2020

2021+
Next level in 
survey & 
reporting

2021

NEW FOR 2020
Long-term Care
Organization Survey

Presenter
Presentation Notes
SLIDE 4 (MW timeline)What we changed in Most WiredMore surveysInternational outreachRestructured governing board2019Ambulatory surveyCertification2020Long-term care surveyParticipation in 2020>30,000 facilities represented, almost double 2019’s total754 surveys (655 in 2019 and 628 in 2018)
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Digital Health Most Wired

Score 
Range

Digital Health Most 
Wired Certified Level

Digital Health Most Wired Recognition 2020 Percentage 
Achievement of 

Level
100-90.1 LEVEL 10 Superior Performance Excellence Award Top 1.6%

90.0-80.1 LEVEL 9 Performance Excellence Award 14.4%

80.0-70.1 LEVEL 8 Quality Award 34.2%

70.0-60.1 LEVEL 7 Special Recognition 24.7%

60.0-50.1 LEVEL 6 Most Wired Participant 11.6%

50.0-40.1 LEVEL 5 Most Wired Participant 6.5%

40.0-30.1 LEVEL 4 Most Wired Participant 4.3%

30.0-20.1 LEVEL 3 Most Wired Participant 1.5%

20.0-10.1 LEVEL 2 Most Wired Participant 1%

10.0-0.00 LEVEL 1 Most Wired Participant 0%

CERTIFIED LEVELS
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TELEHEALTH OFFERINGS BY LOCATION OF SERVICE
Trend Highlight: Telehealth

Hospitals

Physician offices

Patient homes

Post-acute care facilities

0% 5%

28%
30%

72%

60%

49%

18%16%
20%

8%
12%

2018 (n=618) 2019 (n=496) 2020 (n=425)

Presenter
Presentation Notes
SLIDE 7: Telehealth/Trending Telehealth OfferingsAdoption of telehealth more than doubled between 2019 and 2020Dramatic increases for physicians’ offices and patient homesThe question is where will it level off?
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PATIENT PORTAL ACCESS
Trend Highlight: Patient Engagement

Percent of Patients Who Accessed Patient Portal in Last 12 Months (n=396)

25% +

10% - 24%

1% - 9%

0%

7%

18%

74%

1%

2020 (n=425) 2019 (n=496)

Presenter
Presentation Notes
Donut first, then click, then chart full sizeSLIDE 10: Patient Engagement/PortalsPortals now are commonly used by patientsOrganizations ramped up eVisits and virtual assistant solutions during the pandemicOrganizations are making convenience for patients a priority with apps   
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Comprehensive Security Program 
Adoption Has Increased

Note: 2019’s “HealthCare’s Most Wired: National Trends” report incorrectly stated that 30% of respondents had a comprehensive security program. The 
correct number was actually 24%. That error has been corrected in this report.

Percent of Organizations with a 
Comprehensive Security Program

Comprehensive†

Non-comprehensive
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Adoption of Core Components of 
a Comprehensive Security Program

Note: No new components of a comprehensive security program have been added to this research since 2019.

0% 100%
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Participation in Information Sharing & Analysis
Groups to Identify Security Threats/Vulnerabilities

Comprehensive† (n=144)

Non-comprehensive (n=281)

0% 100%
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ADOPTION OF SECURITY MEASURES
Trend Highlight: Security

Secure system baseline images

Inventory of authorized medical devices

Social engineering risk assessment performed at least annually

Next-generation endpoint protection systems

Anomalous network monitoring and analytics

Automated user-access provisioning systems

PKI/digital signature systems

Medical device security tools

Testing recovery plan (all tiers) performed at least annually

Adaptive/risk-based authentication for network access

Network access control-enforcement of devices joining network

Governance, risk & compliance (GRC) systems

2020 (n=144)

2019 (n=148)

2020 (n=281)

2019 (n=348)

Orgs with
comprehensive
security program

Orgs with
non-comprehensive

security program

Presenter
Presentation Notes
SLIDE 12: Security/Adoption of Security MeasuresPoor security would compromise all of these gains discussed earlier Organizations are waking up to security risk that poorly managed medical devicesWe’re making progress but there are still a lot of vulnerabilities
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31

26

26
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26

26
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21
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35
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5

11

8

3

4

16

3

22

5

0

1

0

4

4

2

18

2

38

15

21

56

28

49

32

59

55

EHR (UPGRADES, IMPROVEMENTS, MODIFICATIONS ETC.)

SECURITY

ANALYTICS

INFECTION CONTROL

TELEHEALTH (EQUIPMENT, SOFTWARE, ETC.)

DEVICES FOR EWORK

REMOTE MONITORING

CONTACT TRACING IMPLEMENTATION

ENTERPRISE RESOURCE PLANNING

When do you anticipate your organization making 
investments in the following categories?

within 6 months within 12 months

within 18 months Will require federal or state funding assistance

Not required at this time
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Why Healthcare?
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Healthcare is Complex

*HHS Health Care Industry CyberSecurity Task Force Report
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Healthcare Regulatory Environment
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• Unique Culture
• Digital Transformation
• Regulatory Environment
• Organizational Size Varies
• Patient Safety
• Complexity of types of exposure
• Lack of skilled resources

Other Factors*

*HHS Health Care Industry CyberSecurity Task Force Report

Presenter
Presentation Notes
Rapid change and consumer demand, COVID
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Between the months of February and May of 
2020, there was 132 reported breaches, 
according to HHS.  This is almost a 50% 
increase in reported breaches during the same 
time period the previous year.

Presenter
Presentation Notes
Many sites promise cure and treatment of COVID-19 to attract consumers.  These types of schemes generate $1trillion more revenue than Walmart
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• E-mail phishing attacks 
• Ransomware attacks 
• Loss or theft of equipment or data 
• Insider, accidental or intentional data loss 
• Attacks against connected medical devices that may affect 

patient safety

Most Prevalent Threats

Presenter
Presentation Notes
Rapid change and consumer demand, COVID
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Healthcare is a Target
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High Value of PHI

A medical record is worth 
ten times more than a 

credit card number

X
*Courtesy of Fortinet

Presenter
Presentation Notes
Data is not easily changedData is high-quality and deeply personalBasis for insurance and/or credit fraudUsed to obtain illicit prescription drugsTarget for overseas intelligenceBlackmail possibilities
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Impact of Cybersecurity Risks in Healthcare

23Privileged and Confidential

• Competition – patient privacy violations can influence where individuals choose to get 
their care

• Reputation – security incidents that lead to media coverage can significantly damage 
public perception of the organization

• Culture – outstanding care is also about how well the integrity and privacy of patient 
records and electronic transactions are maintained

• Financial – significant penalties, litigation for security incidents where protected patient 
health information, credit card or other information protected by federal laws is disclosed
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Goals of Cybersecurity Preparedness

Confidentiality Patient SafetyIntegrity Availability

Presenter
Presentation Notes
Cybersecurity in healthcare involves the protecting of electronic information and assets from unauthorized access, use and disclosure. There are three goals of cybersecurity: protecting the confidentiality, integrity and availability of information, also known as the “CIA triad”. https://www.himss.org/resources/cybersecurity-healthcare
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What Just Happened?

• COVID
• Third-party breach
• Healthcare transformation
• Consumerization
• Relevance
• Solar Winds 
• Blackbaud
• Cloud 
• Remote work force
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The Cyber Future

• Any person Any place “Any time”
• Frictionless security
• Machine learning and AI
• Zero trust
• Understanding the crown jewels –

Data classification
• Segmentation
• Perimeter
• Cloud
• Identity



Elements of a successful 
Cyber Program



www.baldrigefoundation.org

Quarterly Webinar March 2021

Al Faber
President & CEO
Baldrige Foundation
(Moderator)

Panelist Questions and Discussion

Theresa Meadows
SVP & CIO

Cook Children’s Health Care System

Russ Branzell
CEO and President
College of Healthcare Information 

Management Executives (CHIME)

Karl J, West
CISO and Healthcare Strategist

KJW Ventures, Inc.

http://www.baldrigefoundation.org/


Baldrige Performance Excellence Program

Robert Fangmeyer, Director BPEP



Public-Private Partnership to improve our national competitiveness

…through a three-pronged mission:
• Establish a national “standard” of quality and 

performance excellence—
the Baldrige Excellence Framework

• Identify role models—the Baldrige Award
• Foster the use of the standard and sharing of 

best practices—everything else we do

Purpose and Mission



Baldrige Excellence Framework

Framework is core to our mission and critical to the success 
of the entire Baldrige Enterprise 
• Multi-purposed and the foundation of all our offerings
• Process-driven, results-focused, systems-thinking, non-

prescriptive approach to organization-wide leadership, 
management, and improvement

• Ever evolving to address the drivers of long-term success 
and sustainability

• Cycle of refinement every two years
• Relevant
• Easy to understand and use
• Concise



Theme Builds  on …
Resilience Agility, business continuity
Equity and inclusion Diversity; Valuing People core value
Digitization/4th industrial 
revolution

Emphasis on planning for and leveraging 
changing technology

Societal contributions Expanding on existing theme
Innovation Clarification and additional emphasis
Safety Expanding on existing theme

2021–2022 Criteria: What’s Changed?



Education 
added to 

Award 
Categories

1998

Health 
Care 

added to 
Award 

Categories

1998

Nonprofit 
added to 

Award 
Categories

2007

Communities 
of Excellence 
partnership

2015

Cyber-
security 

Excellence 
Builder

2017

Workforce 
development 

excellence 
award

2020

Advanced Mfg
assessment 

(MEP) 

2021*

Expanding Reach
Due to evolving drivers of national competitiveness and the success of the 
Program, our mission space has increased over the years:



Thank you!
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Brian Lassiter
Chair

Alliance for Performance Excellence

Alliance for Performance Excellence Update

http://www.baldrigefoundation.org/
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• Mission: Enhancing our members’ ability to grow Baldrige-based performance 
excellence

• Footprint:
• 29 programs serving all 50 states and US territories, plus 5 Supporting Members
• Over 1600 annual applications in 2020
• Over 1200 examiners, 33 paid staff, 300 non-examiner other volunteers
• Over 700 members

Reminder: Alliance for Performance Excellence

http://www.baldrigefoundation.org/
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• Launched a Professional Development Series this quarter
• March 31 online workshop on managing change
• May 26 online workshop on being more courageous, taking risks

• Planning 2021 Baldrige Fall Conference – Oct 21-22 online
• Other efforts

• Collaborating with Communities of Excellence 2026
• Developing more robust marketing plan
• Building infrastructure to better support the Baldrige “feeder system”

Get Involved: to find your local Baldrige-based program, 
visit http://baldrigealliance.org/

Alliance Current Focus Areas

http://www.baldrigefoundation.org/
http://baldrigealliance.org/
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2

Affordable, Practical, Self-Paced What People are Saying…

View Our Entire Course Catalog Here:
https://www.baldrigeinstitute.org/online-training

http://www.baldrigefoundation.org/
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Baldrige – America’s Best Investment

A Special Thanks to Our Donors & Sponsors!
Mac Baldrige Society

Institute Trustees

http://www.baldrigefoundation.org/
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